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Course 3- module 1

Hello and welcome to Connect and Protect: Networks and Network Security, the third course in the
Google Cybersecurity Certificate. You're on an exciting journey!

Google

By the end of this course, you will develop a greater understanding of network architecture, operations,
intrusion tactics, common types of network vulnerabilities and attacks, and how to secure networks.
You'll also be introduced to common network protocols, firewalls, virtual private networks (VPNs), and
system hardening practices.

Certificate program progress

The Google Cybersecurity Certificate program has eight courses. Connect and Protect: Networks and
Network Security is the third course.
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1.  Foundations of Cybersecurity — Explore the cybersecurity profession, including significant
events that led to the development of the cybersecurity field and its continued importance to
organizational operations. Learn about entry-level cybersecurity roles and responsibilities.

2. Play It Safe: Manage Security Risks — Identify how cybersecurity professionals use frameworks
and controls to protect business operations, and explore common cybersecurity tools.

3.  Connect and Protect: Networks and Network Security — (current course) Gain an
understanding of network-level vulnerabilities and how to secure networks.

4. Tools of the Trade: Linux and SQL — Explore foundational computing skills, including
communicating with the Linux operating system through the command line and querying
databases with SQL.

5. Assets, Threats, and Vulnerabilities — Learn about the importance of security controls and
developing a threat actor mindset to protect and defend an organization’s assets from various
threats, risks, and vulnerabilities.

6. Sound the Alarm: Detection and Response — Understand the incident response lifecycle and
practice using tools to detect and respond to cybersecurity incidents.

7.  Automate Cybersecurity Tasks with Python — Explore the Python programming language and
write code to automate cybersecurity tasks.

8.  Put It to Work: Prepare for Cybersecurity Jobs — Learn about incident classification, escalation,
and ways to communicate with stakeholders. This course closes out the program with tips on how
to engage with the cybersecurity community and prepare for your job search.



https://www.coursera.org/learn/foundations-of-cybersecurity/home/week/1
https://www.coursera.org/learn/manage-security-risks/home/week/1
https://www.coursera.org/learn/networks-and-network-security/home/week/1
https://www.coursera.org/learn/linux-and-sql/home/week/1
https://www.coursera.org/learn/assets-threats-and-vulnerabilities/home/week/1
https://www.coursera.org/learn/detection-and-response/home/week/1
https://www.coursera.org/learn/automate-cybersecurity-tasks-with-python/home/week/1
https://www.coursera.org/learn/prepare-for-cybersecurity-jobs/home/week/1
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Course 3 content

Each course of this certificate program is broken into weeks. You can complete courses at your own pace,
but the weekly breakdowns are designed to help you finish the entire Google Cybersecurity Certificate in
about six months.

What's to come? Here’s a quick overview of the skills you'll learn in each week of this course.

Week 1: Network architecture
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Connect and Protect:
Networks and
Network Security

You'll be introduced to network security and explain how it relates to ongoing security threats and
vulnerabilities. You will learn about network architecture and mechanisms to secure a network.

Week 2: Network operations
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You will explore network protocols and how network communication can introduce vulnerabilities. In
addition, you'll learn about common security measures, like firewalls, that help network operations remain
safe and reliable.

Week 3: Secure against network intrusions
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architecture operations network intrusions hardening

You will understand types of network attacks and techniques used to secure compromised network
systems and devices. You'll explore the many ways that malicious actors exploit vulnerabilities in network
infrastructure and how cybersecurity professionals identify and close potential loopholes.
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Week 4: Security hardening
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Connect and Protect: architecture operations network intrusions hardening

Networks and
Network Security

You will become familiar with network hardening practices that strengthen network systems. You'll learn
how security hardening helps defend against malicious actors and intrusion methods. You'll also learn how
to use security hardening to address the unique security challenges posed by cloud infrastructures.

Each course offers many types of learning opportunities:

e Videos led by Google instructors teach new concepts, introduce the use of relevant tools, offer
career support, and provide inspirational personal stories.

e Readings build on the topics discussed in the videos, introduce related concepts, share useful
resources, and describe case studies.

e Discussion prompts explore course topics for better understanding and allow you to chat and
exchange ideas with other learners in the discussion forums.

e Self-review activities and labs give you hands-on practice in applying the skills you are learning
and allow you to assess your own work by comparing it to a completed example.

e Interactive plug-ins encourage you to practice specific tasks and help you integrate knowledge
you have gained in the course.

e In-video quizzes help you check your comprehension as you progress through each video.

e  Practice quizzes allow you to check your understanding of key concepts and provide valuable
feedback.

e Graded quizzes demonstrate your understanding of the main concepts of a course. You must
score 80% or higher on each graded quiz to obtain a certificate, and you can take a graded quiz
multiple times to achieve a passing score.

Tips for success

e |tis strongly recommended that you go through the items in each lesson in the order they appear
because new information and concepts build on previous knowledge.

e  Participate in all learning opportunities to gain as much knowledge and experience as possible.

e If something is confusing, don't hesitate to replay a video, review a reading, or repeat a self-review
activity.

e Use the additional resources that are referenced in this course. They are designed to support your
learning. You can find all of these resources in the Resources tab.

e  When you encounter useful links in this course, bookmark them so you can refer to the
information later for study or review.

e  Understand and follow the Coursera Code of Conduct to ensure that the learning community
remains a welcoming, friendly, and supportive place for all members.



https://www.coursera.org/learn/networks-and-network-security/discussions
https://www.coursera.org/learn/networks-and-network-security/resources/Cd90m
https://www.coursera.support/s/article/208280036-Coursera-Code-of-Conduct?
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Helpful resources and tips

As a learner, you can choose to complete one or multiple courses in this program. However, to obtain the
Google Cybersecurity Certificate, you must complete all the courses. This reading describes what is
required to obtain a certificate and best practices for you to have a good learning experience on
Coursera.

Course completion to obtain a certificate

To submit graded assignments and be eligible to receive a Google Cybersecurity Certificate, you must:

e  Pay the course certificate fee or apply and be approved for a Coursera scholarship.
e  Pass all graded quizzes in the eight courses with a score of at least 80%. Each graded quizin a
course is part of a cumulative grade for that course.

Healthy habits for course completion

Here is a list of best practices that will help you complete the courses in the program in a timely manner:

e  Plan your time: Setting regular study times and following them each week can help you make
learning a part of your routine. Use a calendar or timetable to create a schedule, and list what you
plan to do each day in order to set achievable goals. Find a space that allows you to focus when
you watch the videos, review the readings, and complete the activities.

e  Work at your own pace: Everyone learns differently, so this program has been designed to let
you work at your own pace. Although your personalized deadlines start when you enroll, feel free
to move through the program at the speed that works best for you. There is no penalty for late
assignments; to earn your certificate, all you have to do is complete all of the work. You can extend
your deadlines at any time by going to Overview in the navigation panel and selecting Switch
Sessions. If you have already missed previous deadlines, select Reset my deadlines instead.

e  Be curious: If you find an idea that gets you excited, act on it! Ask questions, search for more
details online, explore the links that interest you, and take notes on your discoveries. The steps you
take to support your learning along the way will advance your knowledge, create more
opportunities in this high-growth field, and help you qualify for jobs.

e Take notes: Notes will help you remember important information in the future, especially as
you're preparing to enter a new job field. In addition, taking notes is an effective way to make
connections between topics and gain a better understanding of those topics.

e Review exemplars: Exemplars are completed assignments that fully meet an activity's criteria.
Many activities in this program have exemplars for you to validate your work or check for errors.
Although there are often many ways to complete an assignment, exemplars offer guidance and
inspiration about how to complete the activity.

e Chat (responsibly) with other learners: If you have a question, chances are, you're not alone.
Use the discussion forums to ask for help from other learners taking this program. You can also
visit Coursera’s Global Online Community. Other important things to know while learning with
others can be found in the Coursera Honor Code and Code of Conduct.

e Update your profile: Consider updating your profile on Coursera with your photo, career goals,
and more. When other learners find you in the discussion forums, they can click on your name to
access your profile and get to know you better.



https://www.coursera.support/s/article/209818963-Payments-on-Coursera?language=en_US
https://www.coursera.support/s/article/209819033-Apply-for-Financial-Aid-or-a-Scholarship?language=en_US
https://www.coursera.org/learn/networks-and-network-security/discussions
https://coursera.community/
https://learner.coursera.help/hc/en-us/articles/209818863-Coursera-Honor-Code
https://learner.coursera.help/hc/en-us/articles/208280036-Coursera-Code-of-Conduct
https://www.coursera.org/account/profile
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Documents, spreadsheets, presentations, and labs for course activities

To complete certain activities in the program, you will need to use digital documents, spreadsheets,
presentations, and/or labs. Security professionals use these software tools to collaborate within their teams
and organizations. If you need more information about using a particular tool, refer to these resources:

Microsoft Word: Help and learning: Microsoft Support page for Word

Google Docs: Help Center page for Google Docs

Microsoft Excel: Help and learning: Microsoft Support page for Excel

Google Sheets: Help Center page for Google Sheets

Microsoft PowerPoint: Help and learning: Microsoft Support page for PowerPoint
How to use Google Slides: Help Center page for Google Slides

Common problems with labs: Troubleshooting help for Qwiklabs activities

Weekly, course, and certificate glossaries

This program covers a lot of terms and concepts, some of which you may already know and some of which
may be unfamiliar to you. To review terms and help you prepare for graded quizzes, refer to the following
glossaries:

e  Weekly glossaries: At the end of each week’s content, you can review a glossary of terms from that
week. Each week’s glossary builds upon the terms from the previous weeks in that course. The weekly
glossaries are not downloadable; however, all of the terms and definitions are included in the course
and certificate glossaries, which are downloadable.

e  Course glossaries: At the end of each course, you can access and download a glossary that covers all
of the terms in that course.

e Certificate glossary: The certificate glossary includes all of the terms in the entire certificate
program and is a helpful resource that you can reference throughout the program or at any time in the
future.

You can access and download the certificate glossaries and save them on your computer. You can always find
the course and certificate glossaries through the course’s Resources section. To access the Cybersecurity
Certificate glossary, click the link below and select Use Template.

e  Cybersecurity Certificate glossary OR
e [f you don't have a Google account, you can download the glossary directly from the attachment here.

Course feedback

Providing feedback on videos, readings, and other materials is easy. With the resource open in your browser,
you can find the thumbs-up and thumbs-down symbols.

e  Click thumbs-up for materials you find helpful.
e  Click thumbs-down for materials that you do not find helpful.

If you want to flag a specific issue with an item, click the flag icon, select a category, and enter an explanation
in the text box. This feedback goes back to the course development team and isn’t visible to other learners. All
feedback received helps to create even better certificate programs in the future.

For technical help, visit the Learner Help Center.



https://support.microsoft.com/en-us/word
https://support.google.com/docs/topic/9046002?hl=en&ref_topic=1382883
https://support.microsoft.com/en-us/excel
https://support.google.com/docs/topic/9054603?hl=en&ref_topic=1382883
https://support.microsoft.com/en-us/powerpoint
https://support.google.com/docs/answer/2763168?hl=en&co=GENIE.Platform%3DDesktop
https://support.google.com/qwiklabs/answer/9133560?hl=en&ref_topic=9134804
https://www.coursera.org/learn/foundations-of-cybersecurity/resources/L1aML
https://docs.google.com/document/d/1xKmRdeTz5FqYRSQQXYCLZqh07UFq9b0EiKeGz_0vuYA/template/preview?resourcekey=0-kKCyx6qjIB0LZi7jfoM8UA#heading=h.rgwg6lxfi1mg
https://drive.google.com/file/d/1KRZcyZV5vB9CMkP0Qtcf6gBU46zkET27/view?usp=sharing
https://learner.coursera.help/hc/en-us
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Network components, devices, and diagrams

As an analyst, you can explore various areas of cybersecurity that interest you. One way to explore those

areas is by understanding different security domains and how they’re used to organize the work of

Google

security professionals. In this reading you will learn more about CISSP’s eight security domains and how
they relate to the work you'll do as a security analyst.

In this section of the course, you will learn about network architecture.

Once you have a foundational understanding of network architecture, sometimes referred to as network

design, you will learn about security vulnerabilities inherent in all networks and how malicious actors

attempt to exploit them. In this reading, you will review network devices and connections and investigate
a simple network diagram similar to those used every day by network security professionals. Essential
tasks of a security analyst include setting up the tools, devices, and protocols used to observe and secure

network traffic.

Devices on a network

Network devices are the devices that maintain information and services for users of a network. These
devices connect over wired and wireless connections. After establishing a connection to the network, the
devices send data packets. The data packets provide information about the source and the destination of

the data.
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Devices and desktop computers

Most internet users are familiar with everyday devices, such as personal computers, laptops, mobile
phones, and tablets. Each device has a unique MAC address and IP address, which identify it on the

network, and a network interface that sends and receives data packets. These devices can connect to
the network via a hard wired or a wireless connection.
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Firewalls

A firewall is a network security device that monitors traffic to or from your network. Firewalls can also
restrict specific incoming and outgoing network traffic. The organization configures the security rules.
Firewalls often reside between the secured and controlled internal network and the untrusted network
resources outside the organization, such as the internet.

Servers

Servers provide a service for other devices on the network. The devices that connect to a server are
called clients. The following graphic outlines this model, which is called the client-server model. In this
model, clients send requests to the server for information and services. The server performs the requests
for the clients. Common examples include DNS servers that perform domain name lookups for internet
sites, file servers that store and retrieve files from a database, and corporate mail servers that organize
mail for a company.

Database
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Hubs and switches both direct traffic on a local network. A hub is a device that provides a common point
of connection for all devices directly connected to it. Hubs additionally repeat all information out to all
ports. From a security perspective, this makes hubs vulnerable to eavesdropping. For this reason, hubs
are not used as often on modern networks; most organizations use switches instead.

Hubs and switches

A switch forwards packets between devices directly connected to it. It maintains a MAC address table
that matches MAC addresses of devices on the network to port numbers on the switch and forwards
incoming data packets according to the destination MAC address.

Routers

Routers sit between networks and direct traffic, based on the IP address of the destination network. The
IP address of the destination network is contained in the IP header. The router reads the header
information and forwards the packet to the next router on the path to the destination. This continues until
the packet reaches the destination network. Routers can also include a firewall feature that allows or
blocks incoming traffic based on information in the transmission. This stops malicious traffic from
entering the private network and damaging the local area network.



Module 2 Module 3 Module 4

Google
Modems and wireless access points

Modems

Modems usually interface with an Internet Service Provider (ISP). ISPs provide internet connectivity via
telephone lines or coaxial cables. Modems receive transmissions from the internet and translate them
into digital signals that can be understood by the devices on the network. Usually, modems connect to a
router that takes the decoded transmissions and sends them on to the local network.

Note: Enterprise networks used by large organizations to connect their users and devices often use other
broadband technologies to handle high-volume traffic, instead of using a modem.
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Wireless access point

A wireless access point sends and receives digital signals over radio waves creating a wireless network.
Devices with wireless adapters connect to the access point using Wi-Fi. Wi-Fi refers to a set of standards
that are used by network devices to communicate wirelessly. Wireless access points and the devices
connected to them use Wi-Fi protocols to send data through radio waves where they are sent to routers
and switches and directed along the path to their final destination.
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Using network diagrams as a security analyst

Network diagrams allow network administrators and security personnel to imagine the architecture and
design of their organization’s private network.

Network diagrams are topographical maps that show the devices on the network and how they connect.
Network diagrams use small representative graphics to portray each network device and dotted lines to
show how each device connects to the other. Security analysts use network diagrams to learn about
network architecture and how to design networks.
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Key takeaways

In the client-server model, the client requests information and services from the server, and the server
performs the requests for the clients. Network devices include routers, workstations, servers, hubs,
switches, and modems. Security analysts use network diagrams to visualize network architecture.
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Cloud computing and software-defined networks

In this section of the course, you've been learning the basic architecture of networks. You've learned
about how physical network devices like workstations, servers, routers, and switches connect to each
other to create a network. Networks may cover small geographical areas, as is the case in a local area
network (LAN). Or they may span a large geographic area, like a city, state, or country, as is the case in a
wide area network (WAN). You also learned about cloud networks and how cloud computing has grown in
recent years.

In this reading, you will further examine the concepts of cloud computing and cloud networking. You'll
also learn about hybrid networks and software-defined networks, as well as the benefits they offer. This
reading will also cover the benefits of hosting networks in the cloud and why cloud-hosting is beneficial
for large organizations.

Computing processes in the cloud

Traditional networks are called on-premise networks, which means that all of the devices used for
network operations are kept at a physical location owned by the company, like in an office building, for
example. Cloud computing, however, refers to the practice of using remote servers, applications, and
network services that are hosted on the internet instead of at a physical location owned by the company.

A cloud service provider (CSP) is a company that offers cloud computing services. These companies own
large data centers in locations around the globe that house millions of servers. Data centers provide
technology services, such as storage, and compute at such a large scale that they can sell their services
to other companies for a fee. Companies can pay for the storage and services they need and consume
them through the CSP’s application programming interface (API) or web console.

CSPs provide three main categories of services:

e  Software as a service (SaaS) refers to software suites operated by the CSP that a company can
use remotely without hosting the software.

e Infrastructure as a service (laas) refers to the use of virtual computer components offered by
the CSP. These include virtual containers and storage that are configured remotely through the
CSP’s APl or web console. Cloud-compute and storage services can be used to operate existing
applications and other technology workloads without significant modifications. Existing
applications can be modified to take advantage of the availability, performance, and security
features that are unique to cloud provider services.

e Platform as a service (PaaS) refers to tools that application developers can use to design custom
applications for their company. Custom applications are designed and accessed in the cloud and
used for a company’s specific business needs.

Saa$
PaaS

laaS

Physical data Servers, Operating Database Cloud-hosted
center networking, systems management & applications
storage development tools

1
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Hybrid cloud environments

When organizations use a CSP’s services in addition to their on-premise computers, networks, and
storage, it is referred to as a hybrid cloud environment. When organizations use more than one CSP, it is
called a multi-cloud environment. The vast majority of organizations use hybrid cloud environments to
reduce costs and maintain control over network resources.

Software-defined networks

CSPs offer networking tools similar to the physical devices that you have learned about in this section of
the course. Next, you'll review software-defined networking in the cloud. Software-defined networks
(SDNs) are made up of virtual network devices and services. Just like CSPs provide virtual computers,
many SDNs also provide virtual switches, routers, firewalls, and more. Most modern network hardware
devices also support network virtualization and software-defined networking. This means that physical
switches and routers use software to perform packet routing. In the case of cloud networking, the SDN
tools are hosted on servers located at the CSP’s data center.

Benefits of cloud computing and software-defined networks

Three of the main reasons that cloud computing is so attractive to businesses are reliability, decreased
cost, and increased scalability.

Reliability

Reliability in cloud computing is based on how available cloud services and resources are, how secure
connections are, and how often the services are effectively running. Cloud computing allows employees
and customers to access the resources they need consistently and with minimal interruption.

Cost

Traditionally, companies have had to provide their own network infrastructure, at least for internet
connections. This meant there could be potentially significant upfront costs for companies. However,
because CSPs have such large data centers, they are able to offer virtual devices and services at a
fraction of the cost required for companies to install, patch, upgrade, and manage the components and
software themselves.

Scalability

Another challenge that companies face with traditional computing is scalability. When organizations
experience an increase in their business needs, they might be forced to buy more equipment and
software to keep up. But what if business decreases shortly after? They might no longer have the
business to justify the cost incurred by the upgraded components. CSPs reduce this risk by making it
easy to consume services in an elastic utility model as needed. This means that companies only pay for
what they need when they need it.

12
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Changes can be made quickly through the CSPs, APIs, or web console—much more quickly than if
network technicians had to purchase their own hardware and set it up. For example, if a company needs
to protect against a threat to their network, web application firewalls (WAFs), intrusion
detection/protection systems (IDS/IPS), or L3/L4 firewalls can be configured quickly whenever necessary,
leading to better network performance and security.

Key takeaways

In this reading, you learned more about cloud computing and cloud networking. You learned that CSPs
are companies that own large data centers that house millions of servers in locations all over the globe
and then provide modern technology services, including compute, storage, and networking, through the
internet. SDNs are an approach to network management. SDNs enable dynamic, programmatically
efficient network configurations to improve network performance and monitoring. This makes it more like
cloud computing than traditional network management. Organizations can improve reliability, save costs,
and scale quickly by using CSPs to provide networking services instead of building and maintaining their
own network infrastructure.

Resources for more information

For more information about cloud computing and the services offered, you can review Google Cloud (GC).

13
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Learn more about the TCP/IP model

In this reading, you will build on what you have learned about the Transmission Control Protocol/Internet
Protocol (TCP/IP) model, consider the differences between the Open Systems Interconnection (OSI)
model and TCP/IP model, and learn how they're related. Then, you'll review each layer of the TCF/IP model
and go over common protocols used in each layer.

As a security professional, it's important that you understand the TCP/IP model because all
communication on a network is organized using network protocols. Network protocols are a language
that systems use to communicate with each other. In order for two network systems to successfully
communicate with each other, they need to use the same protocol. The two most common models
available are the TCP/IP and the OSI model. These models are a representative guideline of how network
communications work together and move throughout the network and the host. The examples provided
in this course will follow the TCP/IP model.

The TCP/IP model

The TCP/IP model is a framework used to visualize how data is organized and transmitted across a
network. This model helps network engineers and network security analysts conceptualize processes on
the network and communicate where disruptions or security threats occur.

The TCP/IP model has four layers: network access layer, internet layer, transport layer, and application
layer. When troubleshooting issues on the network, security professionals can analyze and deduce which
layer or layers an attack occurred based on what processes were involved in an incident.

Application HTTP TLS DNS
Layer

Layer

Internet IP (V4 , v6)

Layer

Network

Access Ethernet Wireless LAN
Layer

Network access layer

The network access layer, sometimes called the data link layer, organizes sending and receiving data
frames within a single network. This layer corresponds to the physical hardware involved in network
transmission. Hubs, modems, cables, and wiring are all considered part of this layer. The address
resolution protocol (ARP) is part of the network access layer. ARP assists IP with directing data packets on
the same physical network by mapping IP addresses to MAC addresses on the same physical network.

14
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Internet layer

The internet layer, sometimes referred to as the network layer, is responsible for ensuring the delivery to
the destination host, which potentially resides on a different network. The internet layer determines which
protocol is responsible for delivering the data packets. Here are some of the common protocols that
operate at the internet layer:

e Internet Protocol (IP). IP sends the data packets to the correct destination and relies on the
Transmission Control Protocol/User Datagram Protocol (TCP/UDP) to deliver them to the
corresponding service. IP packets allow communication between two networks. They are routed
from the sending network to the receiving network. The TCP/UDP retransmits any data that is lost
or corrupt.

e Internet Control Message Protocol (ICMP). The ICMP shares error information and status
updates of data packets. This is useful for detecting and troubleshooting network errors. The
ICMP reports information about packets that were dropped or that disappeared in transit, issues
with network connectivity, and packets redirected to other routers.

Transport layer

The transport layer is responsible for reliably delivering data between two systems or networks. TCP and
UDP are the two transport protocols that occur at this layer.

Transmission Control Protocol

The TCP ensures that data is reliably transmitted to the destination service. TCP contains the port number
of the intended destination service, which resides in the TCP header of an TCP/IP packet.

User Datagram Protocol

The UDP is used by applications that are not concerned with the reliability of the transmission. Data sent
over UDP is not tracked as extensively as data sent using TCP. Because UDP does not establish network
connections, it is used mostly for performance sensitive applications that operate in real time, such as
video streaming.

Application layer

The application layer in the TCP/IP model is similar to the application, presentation, and session layers of
the OSI model. The application layer is responsible for making network requests or responding to
requests. This layer defines which internet services and applications any user can access. Some common
protocols used on this layer are:

e  Hypertext transfer protocol (HTTP)
Simple mail transfer protocol (SMTP)
Secure shell (SSH)
File transfer protocol (FTP)
Domain name system (DNS)
Application layer protocols rely on underlying layers to transfer the data across the network.
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The OSI visually organizes network protocols into different layers. Network professionals often use this
model to communicate with each other about potential sources of problems or security threats when

they occur.

The TCP/IP model combines multiple layers of the OSI model. There are many similarities between the two
models. Both models define standards for networking and divide the network communication process

into different layers. The TCP/IP model is a simplified version of the OSI model.

Key takeaways

Both the TCP/IP and OSI models are conceptual models that help network professionals visualize network
processes and protocols in regards to data transmission between two or more systems. The TCP/IP model

contains four layers, and the OSI model contains seven layers.
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The OSI model

So far in this section of the course, you learned about the components of a network, network devices,
and how network communication occurs across a network.

All communication on a network is organized using network protocols. Previously, you learned about the
Transmission Control Protocol (TCP), which establishes connections between two devices, and the
Internet Protocol (IP), which is used for routing and addressing data packets as they travel between
devices on a network. This reading will continue to explore the seven layers of the Open Systems
Interconnection (OSI) model and the processes that occur at each layer. We will work backwards from
layer seven to layer one, going from the processes that involve the everyday network user to those that
involve the most basic networking components, like network cables and switches. This reading will also
review the main differences between the TCP/IP and OSI models.

The TCP/IP model vs. the OSI model

The TCP/IP model is a framework used to visualize how data is organized and transmitted across a
network. This model helps network engineers and network security analysts design the data network and
conceptualize processes on the network and communicate where disruptions or security threats occur.

The TCP/IP model has four layers: network access layer, internet layer, transport layer, and application
layer. When analyzing network events, security professionals can determine what layer or layers an attack
occurred in based on what processes were involved in the incident.

The OSI model is a standardized concept that describes the seven layers computers use to
communicate and send data over the network. Network and security professionals often use this model
to communicate with each other about potential sources of problems or security threats when they
occur.

OSI Model

Application Application Layer
Presentation Layer

________ Session Layer

Transport = -------- Transport Layer
Network - -------+ Network Layer
Datalink  ----------- Data Link Layer
Physical ~ ----------- Physical Layer

Some organizations rely heavily on the TCP/IP model, while others prefer to use the OSI model. As a
security analyst, it's important to be familiar with both models. Both the TCP/IP and OSI models are useful
for understanding how networks work.
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Layer 7: Application layer

The application layer includes processes that directly involve the everyday user. This layer includes all of
the networking protocols that software applications use to connect a user to the internet. This
characteristic is the identifying feature of the application layer—user connection to the network via
applications and requests.

An example of a type of communication that happens at the application layer is using a web browser. The
internet browser uses HTTP or HTTPS to send and receive information from the website server. The email
application uses simple mail transfer protocol (SMTP) to send and receive email information. Also, web
browsers use the domain name system (DNS) protocol to translate website domain names into IP
addresses which identify the web server that hosts the information for the website.

Layer 6: Presentation layer

Functions at the presentation layer involve data translation and encryption for the network. This layer adds
to and replaces data with formats that can be understood by applications (layer 7) on both sending and
receiving systems. Formats at the user end may be different from those of the receiving system.
Processes at the presentation layer require the use of a standardized format.

Some formatting functions that occur at layer é include encryption, compression, and confirmation that
the character code set can be interpreted on the receiving system. One example of encryption that takes
place at this layer is SSL, which encrypts data between web servers and browsers as part of websites with
HTTPS.

Layer 5: Session layer

A session describes when a connection is established between two devices. An open session allows the
devices to communicate with each other. Session layer protocols occur to keep the session open while
data is being transferred and terminate the session once the transmission is complete.

The session layer is also responsible for activities such as authentication, reconnection, and setting
checkpoints during a data transfer. If a session is interrupted, checkpoints ensure that the transmission
picks up at the last session checkpoint when the connection resumes. Sessions include a request and
response between applications. Functions in the session layer respond to requests for service from
processes in the presentation layer (layer 6) and send requests for services to the transport layer (layer 4).

Layer 4: Transport layer

The transport layer is responsible for delivering data between devices. This layer also handles the speed of
data transfer, flow of the transfer, and breaking data down into smaller sesgments to make them easier to
transport. Segmentation is the process of dividing up a large data transmission into smaller pieces that can
be processed by the receiving system. These segments need to be reassembled at their destination so
they can be processed at the session layer (layer 5). The speed and rate of the transmission also has to
match the connection speed of the destination system. TCP and UDP are transport layer protocols.

Layer 3: Network layer

The network layer oversees receiving the frames from the data link layer (layer 2) and delivers them to the
intended destination. The intended destination can be found based on the address that resides in the
frame of the data packets. Data packets allow communication between two networks. These packets 18
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include IP addresses that tell routers where to send them. They are routed from the sending network to
the receiving network.

Layer 2: Data link layer

The data link layer organizes sending and receiving data packets within a single network. The data link layer
is home to switches on the local network and network interface cards on local devices.

Protocols like network control protocol (NCP), high-level data link control (HDLC), and synchronous data
link control protocol (SDLC) are used at the data link layer.

Layer 1: Physical layer

As the name suggests, the physical layer corresponds to the physical hardware involved in network
transmission. Hubs, modems, and the cables and wiring that connect them are all considered part of the
physical layer. To travel across an ethernet or coaxial cable, a data packet needs to be translated into a
stream of Os and 1s. The stream of Os and 1s are sent across the physical wiring and cables, received, and
then passed on to higher levels of the OSI model.

Key takeaways

Both the TCP/IP and OSI models are conceptual models that help network professionals design network
processes and protocols in regards to data transmission between two or more systems. The OSI model
contains seven layers. Network and security professionals use the OSI model to communicate with each
other about potential sources of problems or security threats when they occur. Network engineers and
network security analysts use the TCP/IP and OSI models to conceptualize network processes and
communicate the location of disruptions or threats.
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Components of network layer communication

In the reading about the OS| model, you learned about the seven layers of the OSI model that are used to
conceptualize the way data is transmitted across the internet. In this reading, you will learn more about
operations that take place at layer 3 of the OSI model: the network layer.

Operations at the network layer

Functions at the network layer organize the addressing and delivery of data packets across the network
and internet from the host device to the destination device. This includes directing the packets from one
router to another router across the internet, based on the internet protocol (IP) address of the destination
network. The destination IP address is contained within the header of each data packet. This address will
be stored for future routing purposes in routing tables along the packet’s path to its destination.

All data packets include an IP address; this is referred to as an IP packet or datagram. A router uses the IP
address to route packets from network to network based on information contained in the IP header of a
data packet. Header information communicates more than just the address of the destination. It also
includes information such as the source IP address, the size of the packet, and which protocol will be
used for the data portion of the packet.

Format of an IPv4 packet

20-65,535 bytes

20-60 bytes

< .

e Next, you can review the format of an IP version 4 (IPv4) packet and review a detailed graphic of
the packet header. An IPv4 packet is made up of two sections, the header and the data:

e AnIPv4 header format is determined by the IPv4 protocol and includes the IP routing information
that devices use to direct the packet. The size of the IPv4 header ranges from 20 to 60 bytes. The
first 20 bytes are a fixed set of information containing data such as the source and destination IP
address, header length, and total length of the packet. The last set of bytes can range from O to
40 and consists of the options field. The length of the data section of an IPv4 packet can vary
greatly in size. However, the maximum possible size of an IPv4 packet is 65,535 bytes. It contains
the message being transferred over the internet, like website information or email text.
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There are 13 fields within the header of an IPv4 packet:

Version (VER): This 4-bit component tells receiving devices what protocol the packet is using. The
packet used in the illustration above is an IPv4 packet.

IP Header Length (HLEN or IHL): HLEN is the packet’s header length. This value indicates where
the packet header ends and the data segment begins.

Type of Service (ToS): Routers prioritize packets for delivery to maintain quality of service on the
network. The ToS field provides the router with this information.

Total Length: This field communicates the total length of the entire IP packet, including the
header and data. The maximum size of an IPv4 packet is 65,535 bytes.

Identification: For IPv4 packets that are larger than 65,535 bytes, the packets are divided, or
fragmented, into smaller IP packets. The identification field provides a unique identifier for all the
fragments of the original IP packet so that they can be reassembled once they reach their
destination.

Flags: This field provides the routing device with more information about whether the original
packet has been fragmented and if there are more fragments in transit.

Fragmentation Offset: The fragment offset field tells routing devices where in the original packet
the fragment belongs.

Time to Live (TTL): TTL prevents data packets from being forwarded by routers indefinitely. It
contains a counter that is set by the source. The counter is decremented by one as it passes
through each router along its path. When the TTL counter reaches zero, the router currently
holding the packet will discard the packet and return an ICMP Time Exceeded error message to
the sender.

Protocol: The protocol field tells the receiving device which protocol will be used for the data
portion of the packet.

Header Checksum: The header checksum field contains a checksum that can be used to detect
corruption of the IP header in transit. Corrupted packets are discarded.

Source IP Address: The source IP address is the IPv4 address of the sending device.

Destination IP Address: The destination IP address is the IPv4 address of the destination device.
Options: The options field allows for security options to be applied to the packet if the HLEN value
is greater than five. The field communicates these options to the routing devices.
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Difference between IPv4 and IPvé

In an earlier part of this course, you learned about the history of IP addressing. As the internet grew, it
became clear that all of the IPv4 addresses would eventually be depleted; this is called IPv4 address
exhaustion. At the time, no one had anticipated how many computing devices would need an IP address.
IPvé was developed to mitigate IPv4 address exhaustion and other related concerns.

One of the key differences between IPv4 and IPvé is the length of the addresses. IPv4 addresses are
made of four decimal numbers, each ranging from O to 255. Together they span 4 bytes, and allow for up
to 4.3 billion possible addresses. An example of an IPv4 address would be: 198.51.100.0. IPvé addresses
are made of eight hexadecimal numbers consisting of four hexadecimal digits.Together, they span 16
bytes, and allow for up to 340 undecillion addresses (340 followed by 36 zeros). An example of an IPvé
address would be: 2002:0db8:0000:0000:0000:ff21:0023:1234.

There are also some differences in the layout of an IPvé packet header. The IPvé header format is much
simpler than IPv4. For example, the IPv4 Header includes the IHL, Identification, and Flags fields, whereas
the IPvé does not. The IPvé header only introduces the Flow Label field, where the Flow Label identifies a
packet as requiring special handling by other IPvé routers.

IPv4 Header IPvé Header
q Type of
Version IHL ! Total length
service g Version | Traffic Class Flow label
] Fragment
Identification flags offset
. " Header Next Hop
Time to live ‘ Protocol checksum Payload Length Heador Limit
Source Address
Destination Address Source Address
Options Padding
Legend Destination Address
Field names kept from IPv4 to IPvé

Name & Position changed in IPvé

]
I:I Field names not kept IPvé
]
]

New field IPvé

There are some important security differences between IPv4 and IPvé. IPvé offers more efficient routing
and eliminates private address collisions that can occur on IPv4 when two devices on the same network
are attempting to use the same address.

Key takeaways

Analyzing the different fields in an IP data packet can be used to find out important security information
about the packet. Some examples of security-related information found in IP address packets are: where
the packet is coming from, where it's going, and which protocol it’s using. Understanding the data in an IP
packet will allow you to make critical decisions about the packets you inspect.
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Course 3 - module 2

Common network protocols

In this section of the course, you learned about network protocols and how they organize communication
over a network. This reading will discuss network protocols in more depth and review some basic
protocols that you have learned previously . You will also learn new protocols and discuss some of the
ways protocols are involved in network security.

Overview of network protocols

A network protocol is a set of rules used by two or more devices on a network to describe the order of
delivery and the structure of data. Network protocols serve as instructions that come with the
information in the data packet. These instructions tell the receiving device what to do with the data.
Protocols are like a common language that allows devices all across the world to communicate with and
understand each other.

Even though network protocols perform an essential function in network communication, security
analysts should still understand their associated security implications. Some protocols have vulnerabilities
that malicious actors exploit. For example, a nefarious actor could use the Domain Name System (DNS)
protocol, which resolves web addresses to IP addresses, to divert traffic from a legitimate website to a
malicious website containing malware. You'll learn more about this topic in upcoming course materials.

Three categories of network protocols

Network protocols can be divided into three main categories: communication protocols, management
protocols, and security protocols. There are dozens of different network protocols, but you don't need to
memorize all of them for an entry-level security analyst role. However, it's important for you to know the
ones listed in this reading.

Communication protocols

Communication protocols govern the exchange of information in network transmission. They dictate how
the data is transmitted between devices and the timing of the communication. They also include methods
to recover data lost in transit. Here are a few of them.

e  Transmission Control Protocol (TCP) is an internet communication protocol that allows two
devices to form a connection and stream data. TCP uses a three-way handshake process. First,
the device sends a synchronize (SYN) request to a server. Then the server responds with a
SYN/ACK packet to acknowledge receipt of the device's request. Once the server receives the
final ACK packet from the device, a TCP connection is established. In the TCP/IP model, TCP
occurs at the transport layer.
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User Datagram Protocol (UDP) is a connectionless protocol that does not establish a connection
between devices before a transmission. This makes it less reliable than TCP. But it also means that it
works well for transmissions that need to get to their destination quickly. For example, one use of UDP
is for internet gaming transmissions. In the TCP/IP model, UDP occurs at the transport layer.
Hypertext Transfer Protocol (HTTP) is an application layer protocol that provides a method of
communication between clients and website servers. HTTP uses port 80. HTTP is considered insecure,
so it is being replaced on most websites by a secure version, called HTTPS. However, there are still
many websites that use the insecure HTTP protocol. In the TCP/IP model, HTTP occurs at the
application layer.

Domain Name System (DNS) is a protocol that translates internet domain names into IP addresses.
When a client computer wishes to access a website domain using their internet browser, a query is
sent to a dedicated DNS server. The DNS server then looks up the IP address that corresponds to the
website domain. DNS normally uses UDP on port 53. However, if the DNS reply to a request is large, it
will switch to using the TCP protocol. In the TCP/IP model, DNS occurs at the application layer.

Management Protocols

The next category of network protocols is management protocols. Management protocols are used for
monitoring and managing activity on a network. They include protocols for error reporting and optimizing
performance on the network.

Simple Network Management Protocol (SNMP) is a network protocol used for monitoring and
managing devices on a network. SNMP can reset a password on a network device or change its
baseline configuration. It can also send requests to network devices for a report on how much of the
network’s bandwidth is being used up. In the TCP/IP model, SNMP occurs at the application layer.
Internet Control Message Protocol (ICMP) is an internet protocol used by devices to tell each other
about data transmission errors across the network. ICMP is used by a receiving device to send a
report to the sending device about the data transmission. ICMP is commonly used as a quick way to
troubleshoot network connectivity and latency by issuing the “ping” command on a Linux operating
system. In the TCP/IP model, ICMP occurs at the internet layer.

Security Protocols

Security protocols are network protocols that ensure that data is sent and received securely across a
network. Security protocols use encryption algorithms to protect data in transit. Below are some common
security protocols.

Hypertext Transfer Protocol Secure (HTTPS) is a network protocol that provides a secure method of
communication between clients and website servers. HTTPS is a secure version of HTTP that uses
secure sockets layer/transport layer security (SSL/TLS) encryption on all transmissions so that
malicious actors cannot read the information contained. HTTPS uses port 443. In the TCP/IP model,
HTTPS occurs at the application layer.

Secure File Transfer Protocol (SFTP) is a secure protocol used to transfer files from one device to
another over a network. SFTP uses secure shell (SSH), typically through TCP port 22. SSH uses
Advanced Encryption Standard (AES) and other types of encryption to ensure that unintended recipients
cannot intercept the transmissions. In the TCP/IP model, SFTP occurs at the application layer. SFTP is
used often with cloud storage. Every time a user uploads or downloads a file from cloud storage, the
file is transferred using the SFTP protocol.
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Note: The encryption protocols mentioned do not conceal the source or destination IP address of network
traffic. This means a malicious actor can still learn some basic information about the network traffic if they

intercept it.

Key takeaways

The protocols you learned about in this reading are basic networking protocols that entry-level cybersecurity
analysts should know. Understanding how protocols function on a network is essential. Cybersecurity analysts
can leverage their knowledge of protocols to successfully mitigate vulnerabilities on a network and potentially
prevent future attacks.
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Additional network protocols

In previous readings and videos, you learned how network protocols organize the sending and receiving
of data across a network. You also learned that protocols can be divided into three categories:
communication protocols, management protocols, and security protocols.

This reading will introduce you to a few additional concepts and protocols that will come up regularly in
your work as a security analyst. Some protocols are assigned port numbers by the Internet Assigned
Numbers Authority (IANA). These port numbers are included in the description of each protocol, if
assigned.

Network Address Translation

The devices on your local home or office network each have a private IP address that they use to
communicate directly with each other. In order for the devices with private |P addresses to communicate
with the public internet, they need to have a public IP address. Otherwise, responses will not be routed
correctly. Instead of having a dedicated public IP address for each of the devices on the local network,
the router can replace a private source IP address with its public IP address and perform the reverse
operation for responses. This process is known as Network Address Translation (NAT) and it generally
requires a router or firewall to be specifically configured to perform NAT. NAT is a part of layer 2 (internet
layer) and layer 3 (transport layer) of the TCP/IP model.

Private IP Addresses Public IP Addresses

Assigned by network admins
Unique only within private network
No cost to use Costs to lease a public IP address
Address ranges: Address ranges:

o 10.0.0.0-10.255.255.255 o 1.0.0.0-9.255.255.255

o 172.16.0.0-172.31.255.255 11.0.0.0-126.255.255.255

o 192.168.0.0-192.168.255.255 128.0.0.0-172.15.255.255
172.32.0.0-192.167.255.255
192.169.0.0-233.255.255.255

Assigned by ISP and IANA
Unique address in global internet

O o0 O o

Dynamic Host Configuration Protocol

Dynamic Host Configuration Protocol (DHCP) is in the management family of network protocols. DHCP is
an application layer protocol used on a network to configure devices. It assigns a unique IP address and
provides the addresses of the appropriate DNS server and default gateway for each device. DHCP
servers operate on UDP port 67 while DHCP clients operate on UDP port 68.

Address Resolution Protocol

By now, you are familiar with IP and MAC addresses. You've learned that each device on a network has
both an IP address that identifies it on the network and a MAC address that is unique to that network
interface. A device’s IP address may change over time, but its MAC address is permanent. Address
Resolution Protocol (ARP) is an internet layer protocol in the TCP/IP model used to translate the IP
addresses that are found in data packets into the MAC address of the hardware device.

Each device on the network performs ARP and keeps track of matching IP and MAC addresses in an ARP

cache. ARP does not have a specific port number. 2%
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Telnet

Telnet is an application layer protocol that allows a device to communicate with another device or server.
Telnet sends all information in clear text. It uses command line prompts to control another device similar

to secure shell (SSH), but Telnet is not as secure as SSH. Telnet can be used to connect to local or remote
devices and uses TCP port 23.

Secure shell

Secure shell protocol (SSH) is used to create a secure connection with a remote system. This application
layer protocol provides an alternative for secure authentication and encrypted communication. SSH
operates over the TCP port 22 and is a replacement for less secure protocols, such as Telnet.

Post office protocol

Post office protocol (POP) is an application layer (layer 4 of the TCP/IP model) protocol used to manage
and retrieve email from a mail server. Many organizations have a dedicated mail server on the network
that handles incoming and outgoing mail for users on the network. User devices will send requests to the
remote mail server and download email messages locally. If you have ever refreshed your email
application and had new emails populate in your inbox, you are experiencing POP and internet message
access protocol (IMAP) in action. Unencrypted, plaintext authentication uses TCP/UDP port 110 and
encrypted emails use Secure Sockets Layer/Transport Layer Security (SSL/TLS) over TCP/UDP port 995.
When using POP, mail has to finish downloading on a local device before it can be read and it does not
allow a user to sync emails.

Internet Message Access Protocol (IMAP)

IMAP is used for incoming email. It downloads the headers of emails, but not the content. The content
remains on the email server, which allows users to access their email from multiple devices. IMAP uses
TCP port 143 for unencrypted email and TCP port 993 over the TLS protocol. Using IMAP allows users to
partially read email before it is finished downloading and to sync emails. However, IMAP is slower than
POP3.

Simple Mail Transfer Protocol

Simple Mail Transfer Protocol (SMTP) is used to transmit and route email from the sender to the
recipient’s address. SMTP works with Message Transfer Agent (MTA) software, which searches DNS
servers to resolve email addresses to IP addresses, to ensure emails reach their intended destination.
SMTP uses TCP/UDP port 25 for unencrypted emails and TCP/UDP port 587 using TLS for encrypted
emails. The TCP port 25 is often used by high-volume spam. SMTP helps to filter out spam by regulating
how many emails a source can send at a time.
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Remember that port numbers are used by network devices to determine what should be done with the

information contained in each data packet once they reach their destination. Firewalls can filter out

unwanted traffic based on port numbers. For example, an organization may configure a firewall to only

allow access to TCP port 995 (POP3) by IP addresses belonging to the organization.

As a security analyst, you will need to know about many of the protocols and port numbers mentioned in
this course. They may be used to determine your technical knowledge in interviews, so it's a good idea to

memorize them. You will also learn about new protocols on the job in a security position.

Key takeaways

As a cybersecurity analyst, you will encounter various common protocols in your everyday work. The
protocols covered in this reading include NAT, DHCP, ARP, Telnet, SSH, POP3, IMAP, and SMTP. It is equally
important to understand where each protocol is structured in the TCP/IP model and which ports they

occupy.

Protocol Port
DHCP UDP port 67 (servers)
UDP port 68 (clients)
ARP none
Telnet TCP port 23
SSH TCP port 22
POP3 TCP/UDP port 110 (unencrypted)
TCP/UDP port 995 (encrypted, SSL/TLS)
IMAP TCP port 143 (unencrypted)
TCP port 993 (encrypted, SSL/TLS)
SMTP TCP/UDP port 587 (encrypted, TLS)
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The evolution of wireless security protocols

In the early days of the internet, all internet communication happened across physical cables. It wasn't
until the mid-1980s that authorities in the United States designated a spectrum of radio wave frequencies
that could be used without a license, so there was more opportunity for the internet to expand.

In the late 1990s and early 2000s, technologies were developed to send and receive data over radio.
Today, users access wireless internet through laptops, smart phones, tablets, and desktops. Smart
devices, like thermostats, door locks, and security cameras, also use wireless internet to communicate
with each other and with services on the internet.

o
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Introduction to wireless communication protocols

Many people today refer to wireless internet as Wi-Fi. Wi-Fi refers to a set of standards that define
communication for wireless LANs. Wi-Fi is a marketing term commissioned by the Wireless Ethernet
Compatibility Alliance (WECA). WECA has since renamed their organization Wi-Fi Alliance.

Wi-Fi standards and protocols are based on the 802.11 family of internet communication standards
determined by the Institute of Electrical and Electronics Engineers (IEEE). So, as a security analyst, you
might also see Wi-Fi referred to as |IEEE 802.11.

Wi-Fi communications are secured by wireless networking protocols. Wireless security protocols have
evolved over the years, helping to identify and resolve vulnerabilities with more advanced wireless
technologies.

In this reading, you will learn about the evolution of wireless security protocols from WEP to WPA, WPA2,
and WPAZ3. You'll also learn how the Wireless Application Protocol was used for mobile internet
communications.

Wired Equivalent Privacy

Wired equivalent privacy (WEP) is a wireless security protocol designed to provide users with the same
level of privacy on wireless network connections as they have on wired network connections. WEP was
developed in 1999 and is the oldest of the wireless security standards.

WEP is largely out of use today, but security analysts should still understand WEP in case they encounter
it. For example, a network router might have used WEP as the default security protocol and the network
administrator never changed it. Or, devices on a network might be too old to support newer Wi-Fi
security protocols. Nevertheless, a malicious actor could potentially break the WEP encryption, so it's now

considered a high-risk security protocol.
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Wi-Fi Protected Access

Wi-Fi Protected Access (WPA) was developed in 2003 to improve upon WEP, address the security issues
that it presented, and replace it. WPA was always intended to be a transitional measure so backwards
compatibility could be established with older hardware.

The flaws with WEP were in the protocol itself and how the encryption was used. WPA addressed this
weakness by using a protocol called Temporal Key Integrity Protocol (TKIP). WPA encryption algorithm
uses larger secret keys than WEPs, making it more difficult to guess the key by trial and error.

WPA also includes a message integrity check that includes a message authentication tag with each
transmission. If a malicious actor attempts to alter the transmission in any way or resend at another time,
WPA's message integrity check will identify the attack and reject the transmission.

Despite the security improvements of WPA, it still has vulnerabilities. Malicious actors can use a key
reinstallation attack (or KRACK attack) to decrypt transmissions using WPA. Attackers can insert
themselves in the WPA authentication handshake process and insert a new encryption key instead of the
dynamic one assigned by WPA. If they set the new key to all zeros, it is as if the transmission is not
encrypted at all.

Because of this significant vulnerability, WPA was replaced with an updated version of the protocol called
WPA2.

WPA2 & WPA3

WPA2

The second version of Wi-Fi Protected Access—known as WPA2—was released in 2004. WPA2 improves
upon WPA by using the Advanced Encryption Standard (AES). WPA2 also improves upon WPA's use of
TKIP. WPA2 uses the Counter Mode Cipher Block Chain Message Authentication Code Protocol (CCMP),
which provides encapsulation and ensures message authentication and integrity. Because of the strength
of WPA2, it is considered the security standard for all Wi-Fi transmissions today. WPA2, like its
predecessor, is vulnerable to KRACK attacks. This led to the development of WPA3 in 2018.

Personal

WPA2 personal mode is best suited for home networks for a variety of reasons. It is easy to implement,
initial setup takes less time for personal than enterprise version. The global passphrase for WPA2 personal
version needs to be applied to each individual computer and access point in a network. This makes it ideal
for home networks, but unmanageable for organizations.

Enterprise

WPA2 enterprise mode works best for business applications. It provides the necessary security for
wireless networks in business settings. The initial setup is more complicated than WPA2 personal mode,
but enterprise mode offers individualized and centralized control over the Wi-Fi access to a business
network. This means that network administrators can grant or remove user access to a network at any
time. Users never have access to encryption keys, this prevents potential attackers from recovering
network keys on individual computers.
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WPA3

WPA3 is a secure Wi-Fi protocol and is growing in usage as more WPA3 compatible devices are released.
These are the key differences between WPA2 and WPA3:

e  WPA3 addresses the authentication handshake vulnerability to KRACK attacks, which is present in
WPA2.

e  WPAS3 uses Simultaneous Authentication of Equals (SAE), a password-authenticated,
cipher-key-sharing agreement. This prevents attackers from downloading data from wireless
network connections to their systems to attempt to decode it.

e  WPAS has increased encryption to make passwords more secure by using 128-bit encryption,
with WPA3-Enterprise mode offering optional 192-bit encryption.

Key takeaways

As a security analyst, knowing the history of how Wi-Fi security protocols developed helps you to better
understand what to consider when protecting wireless networks. It's important that you understand the
vulnerabilities of each protocol and how important it is that devices on your network use the most
up-to-date security technologies.
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Subnetting and CIDR

Earlier in this course, you learned about network segmentation, a security technique that divides
networks into sections. A private network can be segmented to protect portions of the network from the
internet, which is an unsecured global network.

For example, you learned about the uncontrolled zone, the controlled zone, the demilitarized zone, and
the restricted zone. Feel free to review the video about security zones for a refresher on how network
segmentation can be used to add a layer of security to your organization’s network operations. Creating
security zones is one example of a networking strategy called subnetting.

Overview of subnetting

Subnetting is the subdivision of a network into logical groups called subnets. It works like a network
inside a network. Subnetting divides up a network address range into smaller subnets within the network.
These smaller subnets form based on the IP addresses and network mask of the devices on the network.
Subnetting creates a network of devices to function as their own network. This makes the network more
efficient and can also be used to create security zones. If devices on the same subnet communicate with
each other, the switch changes the transmissions to stay on the same subnet, improving speed and

efficiency of the communications.
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Classless Inter-Domain Routing notation for subnetting

Classless Inter-Domain Routing (CIDR) is a method of assigning subnet masks to IP addresses to create a
subnet. Classless addressing replaces classful addressing. Classful addressing was used in the 1980s as a
system of grouping IP addresses into classes (Class A to Class E). Each class included a limited number of
IP addresses, which were depleted as the number of devices connecting to the internet outgrew the

classful range in the 1990s. Classless CIDR addressing expanded the number of available IPv4 addresses.
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CIDR allows cybersecurity professionals to segment classful networks into smaller chunks. CIDR IP
addresses are formatted like IPv4 addresses, but they include a slash (/™) followed by a number at the
end of the address, This extra number is called the IP network prefix. For example, a regular IPv4 address
uses the 198.51.100.0 format, whereas a CIDR IP address would include the IP network prefix at the end of
the address, 198.51.100.0/24. This CIDR address encompasses all IP addresses between 198.51.100.0 and
198.51.100.255. The system of CIDR addressing reduces the number of entries in routing tables and
provides more available IP addresses within networks. You can try converting CIDR to IPv4 addresses and
vice versa through an online conversion tool, like |IPAddressGuide, for practice and to better understand
this concept.

Note: You may learn more about CIDR during your career, but it won't be covered in any additional depth
in this certificate program. For now, you only need a basic understanding of this concept.

Security benefits of subnetting

Subnetting allows network professionals and analysts to create a network within their own network
without requesting another network IP address from their internet service provider. This process uses
network bandwidth more efficiently and improves network performance. Subnetting is one component of
creating isolated subnetworks through physical isolation, routing configuration, and firewalls.

Key takeaways

Subnetting is a common security strategy used by organizations. Subnetting allows organizations to
create smaller networks within their private network. This improves the efficiency of the network and can
be used to create security zones.
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Virtual networks and privacy

This section of the course covered a lot of information about network operations. You reviewed the
fundamentals of network architecture and communication and can now use this knowledge as you learn
how to secure networks. Securing a private network requires maintaining the confidentiality of your data
and restricting access to authorized users.

In this reading, you will review several network security topics previously covered in the course, including
virtual private networks (VPNs), proxy servers, firewalls, tunneling, and security zones. You'll continue to
learn more about these concepts and how they relate to each other as you continue through the course.

Common network protocols

Network protocols are used to direct traffic to the correct device and service depending on the kind of
communication being performed by the devices on the network. Protocols are the rules used by all
network devices that provide a mutually agreed upon foundation for how to transfer data across a
network.

There are three main categories of network protocols: communication protocols, management protocols,
and security protocols.

1. Communication protocols are used to establish connections between servers. Examples include
TCP, UDP, and Simple Mail Transfer Protocol (SMTP), which provides a framework for email
communication.

2. Management protocols are used to troubleshoot network issues. One example is the Internet
Control Message Protocol (ICMP).

3. Security protocols provide encryption for data in transit. Examples include IPSec and SSL/TLS.
Some other commonly used protocols are:

e  HyperText Transfer Protocol (HTTP). HTTP is an application layer communication protocol. This
allows the browser and the web server to communicate with one another.

e  Domain Name System (DNS). DNS is an application layer protocol that translates, or maps, host
names to IP addresses.

e  Address Resolution Protocol (ARP). ARP is a network layer communication protocol that maps IP
addresses to physical machines or a MAC address recognized on the local area network.

Wi-Fi

This section of the course also introduced various wireless security protocols, including WEP, WPA, WPA2,
and WPA3. WPA3 encrypts traffic with the Advanced Encryption Standard (AES) cipher as it travels from
your device to the wireless access point. WPA2 and WPA3 offer two modes: personal and enterprise.
Personal mode is best suited for home networks while enterprise mode is generally utilized for business
networks and applications.
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Network security tools and practices

Firewalls

Previously, you learned that firewalls are network virtual appliances (NVAs) or hardware devices that
inspect and can filter network traffic before it's permitted to enter the private network. Traditional
firewalls are configured with rules that tell it what types of data packets are allowed based on the port
number and IP address of the data packet.

There are two main categories of firewalls.

e Stateless: A class of firewall that operates based on predefined rules and does not keep track of
information from data packets

e  Stateful: A class of firewall that keeps track of information passing through it and proactively
filters out threats. Unlike stateless firewalls, which require rules to be configured in two directions,
a stateful firewall only requires a rule in one direction. This is because it uses a "state table" to track
connections, so it can match return traffic to an existing session

Next generation firewalls (NGFWSs) are the most technologically advanced firewall protection. They
exceed the security offered by stateful firewalls because they offer intrusion prevention features which
detect security threats and notify firewall administrators, they also provide deep packet inspection (a
kind of packet sniffing in which the NGFW examines data packets and takes actions if threats exist.
NGFWs can inspect traffic at the application layer of the TCP/IP model and are typically application aware.
Unlike traditional firewalls that block traffic based on IP address and ports, NGFWs rules can be
configured to block or allow traffic based on the application. Some NGFWs have additional features like
Malware Sandboxing, Network Antivirus, and URL and DNS Filtering.

Proxy servers

A proxy server is another way to add security to your private network. Proxy servers utilize network
address translation (NAT) to serve as a barrier between clients on the network and external threats.
Forward proxies handle queries from internal clients when they access resources external to the network.
Reverse proxies function opposite of forward proxies; they handle requests from external systems to
services on the internal network. Some proxy servers can also be configured with rules, like a firewall. For
example, you can create filters to block websites identified as containing malware.

Virtual Private Networks (VPN)

A VPN is a service that encrypts data in transit and disguises your IP address. VPNs use a process called
encapsulation. Encapsulation wraps your encrypted data in an unencrypted data packet, which allows
your data to be sent across the public network while remaining anonymous. Enterprises and other
organizations use VPNs to help protect communications from users’ devices to corporate resources.
Some of these resources include connecting to servers or virtual machines that host business
applications. VPNs can also be used for personal use to increase personal privacy. They allow the user to
access the internet without anyone being able to read their personal information or access their private IP
address. Organizations are increasingly using a combination of VPN and SD-WAN capabilities to secure
their networks. A software-defined wide area network (SD-WAN) is a virtual WAN service that allows
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organizations to securely connect users to applications across multiple locations and over large
geographical distances.

Key takeaways

There are three main categories of network protocols: communication, management, and security
protocols. In this reading, you learned the fundamentals of firewalls, proxy servers, and VPNs. More
organizations are implementing a cloud-based approach to network security by incorporating a
combination of VPN and SD-WAN capabilities as a service.

Google
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VPN protocols: Wireguard and IPSec

A VPN, or virtual private network, is a network security service that changes your public IP address and
hides your virtual location so that you can keep your data private when you're using a public network like
the internet. VPNs provide a server that acts as a gateway between a computer and the internet. This
server creates a path similar to a virtual tunnel that hides the computer’s IP address and encrypts the
data in transit to the internet. The main purpose of a VPN is to create a secure connection between a
computer and a network. Additionally, a VPN allows trusted connections to be established on non-trusted
networks. VPN protocols determine how the secure network tunnel is formed. Different VPN providers
provide different VPN protocols.

This reading will cover the differences between remote access and site-to-site VPNs, and two VPN
protocols: WireGuard VPN and IPSec VPN. A VPN protocol is similar to a network protocol: It’s a set of
rules or instructions that will determine how data moves between endpoints. An endpoint is any device
connected on a network. Some examples of endpoints include computers, mobile devices, and servers.

Remote access and site-to-site VPNs

Individual users use remote access VPNs to establish a connection between a personal device and a VPN
server. Remote access VPNs encrypt data sent or received through a personal device. The connection
between the user and the remote access VPN is established through the internet.

Enterprises use site-to-site VPNs largely to extend their network to other networks and locations. This is
particularly useful for organizations that have many offices across the globe. IPSec is commonly used in
site-to-site VPNs to create an encrypted tunnel between the primary network and the remote network.
One disadvantage of site-to-site VPNs is how complex they can be to configure and manage compared
to remote VPNs.

WireGuard VPN vs. IPSec VPN

WireGuard and IPSec are two different VPN protocols used to encrypt traffic over a secure network
tunnel. The majority of VPN providers offer a variety of options for VPN protocols, such as WireGuard or
IPSec. Ultimately, choosing between IPSec and WireGuard depends on many factors, including
connection speeds, compatibility with existing network infrastructure, and business or individual needs.

WireGuard VPN

WireGuard is a high-speed VPN protocol, with advanced encryption, to protect users when they are
accessing the internet. It's designed to be simple to set up and maintain. WireGuard can be used for both
site-to-site connection and client-server connections. WireGuard is relatively newer than IPSec, and is
used by many people due to the fact that its download speed is enhanced by using fewer lines of code.
WireGuard is also open source, which makes it easier for users to deploy and debug. This protocol is
useful for processes that require faster download speeds, such as streaming video content or
downloading large files.
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IPSec VPN

IPSec is another VPN protocol that may be used to set up VPNs. Most VPN providers use IPSec to encrypt
and authenticate data packets in order to establish secure, encrypted connections. Since IPSec is one of
the earlier VPN protocols, many operating systems support IPSec from VPN providers.

Although IPSec and WireGuard are both VPN protocols, IPSec is older and more complex than WireGuard.
Some clients may prefer IPSec due to its longer history of use, extensive security testing, and widespread
adoption. However, others may prefer WireGuard because of its potential for better performance and
simpler configuration.

Key Takeaways

A VPN protocol is similar to a network protocol: It’s a set of rules or instructions that will determine how
data moves between endpoints. There are two types of VPNs: remote access and site-to-site. Remote
access VPNs establish a connection between a personal device and a VPN server and encrypt or decrypt
data exchanged with a personal device. Enterprises use site-to-site VPNs largely to extend their network
to different locations and networks. IPSec can be used to create site-to-site connections and WireGuard
can be used for both site-to-site and remote access connections.
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Course 3 - module 3

How intrusions compromise your system

In this section of the course, you learned that every network has inherent vulnerabilities and could
become the target of a network attack.

Attackers could have varying motivations for attacking your organization’s network. They may have
financial, personal, or political motivations, or they may be a disgruntled employee or an activist who
disagrees with the company's values and wants to harm an organization’s operations. Malicious actors
can target any network. Security analysts must be constantly alert to potential vulnerabilities in their
organization’s network and take quick action to mitigate them.

In this reading, you'll learn about network interception attacks and backdoor attacks, and the possible
impacts these attacks could have on an organization.

Network interception attacks

Network interception attacks work by intercepting network traffic and stealing valuable information or
interfering with the transmission in some way.

Malicious actors can use hardware or software tools to capture and inspect data in transit. This is referred
to as packet sniffing. In addition to seeing information that they are not entitled to, malicious actors can
also intercept network traffic and alter it. These attacks can cause damage to an organization’s network
by inserting malicious code modifications or altering the message and interrupting network operations.
For example, an attacker can intercept a bank transfer and change the account receiving the funds to one
that the attacker controls.

Later in this course you will learn more about malicious packet sniffing, and other types of network
interception attacks: on-path attacks and replay attacks.

Backdoor attacks

A backdoor attack is another type of attack you will need to be aware of as a security analyst. An
organization may have a lot of security measures in place, including cameras, biometric scans and access
codes to keep employees from entering and exiting without being seen. However, an employee might
work around the security measures by finding a backdoor to the building that is not as heavily monitored,
allowing them to sneak out for the afternoon without being seen.

In cybersecurity, backdoors are weaknesses intentionally left by programmers or system and network
administrators that bypass normal access control mechanisms. Backdoors are intended to help
programmers conduct troubleshooting or administrative tasks. However, backdoors can also be installed
by attackers after they’ve compromised an organization to ensure they have persistent access.

Once the hacker has entered an insecure network through a backdoor, they can cause extensive damage:

installing malware, performing a denial of service (DoS) attack, stealing private information or changing
other security settings that leaves the system vulnerable to other attacks. A DoS attack is an attack that
targets a network or server and floods it with network traffic.
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Possible impacts on an organization

As you've learned already, network attacks can have a significant negative impact on an organization.
Let’s examine some potential consequences.

Financial: When a system is taken offline with a DoS attack, or business operations are halted or
slowed down by some other tactic, they prevent a company from performing the tasks that
generate revenue. Depending on the size of an organization, interrupted operations can cost
millions of dollars. In addition, if a malicious actor gets access to the personal information of the
company’s clients or customers, the company may face heavy litigation and settlement costs if
customers seek legal recourse.

Reputation: Attacks can also have a negative impact on the reputation of an organization. If it
becomes public knowledge that a company has experienced a cyber attack, the public may
become concerned about the security practices of the organization. They may stop trusting the
company with their personal information and choose a competitor to fulfill their needs.

Public safety: If an attack occurs on a government network, this can potentially impact the safety
and welfare of the citizens of a country. In recent years, defense agencies across the globe are
investing heavily in combating cyber warfare tactics. If a malicious actor gained access to a power
grid, a public water system, or even a military defense communication system, the public could
face physical harm due to a network intrusion attack.

Key takeaways

Malicious actors are constantly looking for ways to exploit systems. They learn about new vulnerabilities
as they arise and attempt to exploit every vulnerability in a system. Attackers leverage backdoor attack
methods and network interception attacks to gain sensitive information they can use to exploit an
organization or cause serious damage. These types of attacks can impact an organization financially,
damage its reputation, and potentially put the public in danger. It is important that security analysts stay
educated in order to maintain network safety and reduce the likelihood and impact of these types of
attacks. Securing networks has never been more important.
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Read tcpdump logs

A network protocol analyzer, sometimes called a packet sniffer or a packet analyzer, is a tool designed
to capture and analyze data traffic within a network. They are commonly used as investigative tools to
monitor networks and identify suspicious activity. There are a wide variety of network protocol analyzers
available, but some of the most common analyzers include:

e  SolarWinds NetFlow Traffic Analyzer
e  ManageEngine OpManager

e  Azure Network Watcher

e  Wireshark

e tcpdump

This reading will focus exclusively on tcpdump, though you can apply what you learn here to many of the
other network protocol analyzers you'll use as a cybersecurity analyst to defend against any network
intrusions. In an upcoming activity, you'll review a tcpdump data traffic log and identify a DoS attack to
practice these skills.

tcpdump

tcpdump is a command-line network protocol analyzer. It is popular, lightweight—-meaning it uses little
memory and has a low CPU usage-and uses the open-source libpcap library. tcpdump is text based,
meaning all commands in tcpdump are executed in the terminal. It can also be installed on other

Unix-based operating systems, such as macOS®. It is preinstalled on many Linux distributions.

tcpdump provides a brief packet analysis and converts key information about network traffic into formats
easily read by humans. It prints information about each packet directly into your terminal. tcpdump also
displays the source IP address, destination IP addresses, and the port numbers being used in the
communications.

Interpreting output

tcpdump prints the output of the command as the sniffed packets in the command line, and optionally to
a log file, after a command is executed. The output of a packet capture contains many pieces of
important information about the network traffic.

Timestamp Source IP Destination IP  Destination port
[ ] [ ] [ 1 ]

20:00229:538395 1P 198168210 . » 198.111.128.1.61012: Flags
[P:],.seq 120:176, ack 1, win 501, options [nep,nop,TS wval
4106659748 ecr 2979487360], length 144
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Some information you receive from a packet capture includes:

e Timestamp: The output begins with the timestamp, formatted as hours, minutes, seconds, and
fractions of a second.

e  Source IP: The packet’s origin is provided by its source IP address.

e  Source port: This port number is where the packet originated.

e Destination IP: The destination IP address is where the packet is being transmitted to.
e Destination port: This port number is where the packet is being transmitted to.

Note: By default, tcpdump will attempt to resolve host addresses to hostnames. It'll also replace port
numbers with commonly associated services that use these ports.

Common uses

tcpdump and other network protocol analyzers are commonly used to capture and view network
communications and to collect statistics about the network, such as troubleshooting network
performance issues. They can also be used to:

e  Establish a baseline for network traffic patterns and network utilization metrics
e  Detect and identify malicious traffic

e Create customized alerts to send the right notifications when network issues or security threats
arise

e  Locate unauthorized instant messaging (IM), traffic, or wireless access points

However, attackers can also use network protocol analyzers maliciously to gain information about a
specific network. For example, attackers can capture data packets that contain sensitive information,
such as account usernames and passwords. As a cybersecurity analyst, It's important to understand the
purpose and uses of network protocol analyzers.

Key takeaways

Network protocol analyzers, like tcpdump, are common tools that can be used to monitor network traffic
patterns and investigate suspicious activity. tcpdump is a command-line network protocol analyzer that is
compatible with Linux/Unix and macOS®. When you run a tcpdump command, the tool will output packet
routing information, like the timestamp, source IP address and port number, and the destination IP
address and port number. Unfortunately, attackers can also use network protocol analyzers to capture
data packets that contain sensitive information, such as account usernames and passwords.
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Real-life DDoS attack

Previously, you were introduced to Denial of Service (DoS) attacks. You also learned that volumetric
distributed DoS (DDoS) attacks overwhelm a network by sending unwanted data packets in such large
quantities that the servers become unable to service normal users. This can be detrimental to an
organization. When systems fail, organizations cannot meet their customers' needs. They often lose
money, and in some cases, incur other losses. An organization’s reputation may also suffer if news of a
successful DDoS attack reaches consumers, who then question the security of the organization.

In this reading you'll learn about a 2016 DDoS attack against DNS servers that caused major outages at
multiple organizations that have millions of daily users.

A DDosS targeting a widely used DNS server

In previous videos, you learned about the function of a DNS server. As a review, DNS servers translate
website domain names into the IP address of the system that contains the information for the website.
For instance, if a user were to type in a website URL, a DNS server would translate that into a numeric IP
address that directs network traffic to the location of the website’s server.

On the day of the DDoS attack we are studying, many large companies were using a DNS service
provider. The service provider was hosting the DNS system for these companies. This meant that when
internet users typed in the URL of the website they wanted to access, their devices would be directed to
the right place. On October 21, 2016, the service provider was the victim of a DDoS attack.

Leading up to the attack

Before the attack on the service provider, a group of university students created a botnet. A botnet is a
collection of computers infected by malware that are under the control of a single threat actor, known as
the “bot-herder." Each computer in the botnet can be remotely controlled to send a data packet to a
target system. In a botnet attack, cyber criminals instruct all the bots on the botnet to send data packets
to the target system at the same time, resulting in a DDoS attack.

The group of university students posted the code for the botnet online so that it would be accessible to
thousands of internet users and authorities wouldn’t be able to trace the botnet back to the students. In
doing so, they made it possible for other malicious actors to learn the code to the botnet and control it
remotely. This included the cyber criminals who attacked the DNS service provider.

The day of attack

At 7:00 a.m. on the day of the attack, the botnet sent tens of millions of DNS requests to the service
provider. This overwhelmed the system and the DNS service shut down. This meant that all of the
websites that used the service provider could not be reached. When users tried to access various
websites that used the service provider, they were not directed to the website they typed in their
browser. Outages for each web service occurred all over North America and Europe.

The service provider’s systems were restored after only two hours of downtime. Although the cyber
criminals sent subsequent waves of botnet attacks, the DNS company was prepared and able to mitigate
the impact.
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Key takeaways

As demonstrated in the above example, DDoS attacks can be very damaging to an organization. As a
security analyst, it's important to acknowledge the seriousness of such an attack so that you're aware of
opportunities to protect the network from them. If your network has important operations distributed
across hosts that can be dynamically scaled, then operations can continue if the baseline host
infrastructure goes offline. DDoS attacks are damaging, but there are concrete actions that security
analysts can take to help protect their organizations. Keep going through this course and you will learn
about common mitigation strategies to protect against DDoS attacks.
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Overview of interception tactics

In the previous course items, you learned how packet sniffing and IP spoofing are used in network
attacks. Because these attacks intercept data packets as they travel across the network, they are called
interception attacks.

This reading will introduce you to some specific attacks that use packet sniffing and IP spoofing. You will
learn how hackers use these tactics and how security analysts can counter the threat of interception
attacks.

A closer review of packet sniffing

As you learned in a previous video, packet sniffing is the practice of capturing and inspecting data
packets across a network. On a private network, data packets are directed to the matching destination
device on the network.

The device’s Network Interface Card (NIC) is a piece of hardware that connects the device to a
network. The NIC reads the data transmission, and if it contains the device’s MAC address, it accepts the
packet and sends it to the device to process the information based on the protocol. This occurs in all
standard network operations. However, a NIC can be set to promiscuous mode, which means that it
accepts all traffic on the network, even the packets that aren’t addressed to the NIC'’s device. You'll learn
more about NIC’s later in the program.

Malicious actors might use software like Wireshark to capture the data on a private network and store it
for later use. They can then use the personal information to their own advantage. Alternatively, they might
use the IP and MAC addresses of authorized users of the private network to perform IP spoofing.

A closer review of |IP spoofing

After a malicious actor has sniffed packets on the network, they can impersonate the IP and MAC
addresses of authorized devices to perform an IP spoofing attack. Firewalls can prevent IP spoofing
attacks by configuring it to refuse unauthorized IP packets and suspicious traffic. Next, you'll examine a
few common IP spoofing attacks that are important to be familiar with as a security analyst.

On-path attack

An on-path attack happens when a hacker intercepts the communication between two devices or
servers that have a trusted relationship. The transmission between these two trusted network devices
could contain valuable information like usernames and passwords that the malicious actor can collect. An
on-path attack is sometimes referred to as a meddler-in-the middle attack because the hacker is hiding
in the middle of communications between two trusted parties.

Or, it could be that the intercepted transmission contains a DNS system look-up. You'll recall from an
earlier video that a DNS server translates website domain names into IP addresses. If a malicious actor
intercepts a transmission containing a DNS lookup, they could spoof the DNS response from the server
and redirect a domain name to a different IP address, perhaps one that contains malicious code or other
threats. The most important way to protect against an on-path attack is to encrypt your data in transit,

e.g., using TLS.
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Smurf attack

A smurf attack is a network attack that is performed when an attacker sniffs an authorized user’s IP
address and floods it with packets. Once the spoofed packet reaches the broadcast address, it is sent to
all of the devices and servers on the network.

In a smurf attack, IP spoofing is combined with another denial of service (DoS) technique to flood the
network with unwanted traffic. For example, the spoofed packet could include an Internet Control
Message Protocol (ICMP) ping. As you learned earlier, ICMP is used to troubleshoot a network. But if too
many ICMP messages are transmitted, the ICMP echo responses overwhelm the servers on the network
and they shut down. This creates a denial of service and can bring an organization’s operations to a halt.

An important way to protect against a smurf attack is to use an advanced firewall that can monitor any
unusual traffic on the network. Most next generation firewalls (NGFW) include features that detect
network anomalies to ensure that oversized broadcasts are detected before they have a chance to bring
down the network.

DoS attack

As you've learned, once the malicious actor has sniffed the network traffic, they can impersonate an
authorized user. A Denial of Service attack is a class of attacks where the attacker prevents the
compromised system from performing legitimate activity or responding to legitimate traffic. Unlike IP
spoofing, however, the attacker will not receive a response from the targeted host. Everything about the
data packet is authorized including the IP address in the header of the packet. In IP spoofing attacks, the
malicious actor uses IP packets containing fake IP addresses. The attackers keep sending IP packets
containing fake IP addresses until the network server crashes.

Pro Tip: Remember the principle of defense-in-depth. There isn't one perfect strategy for stopping each
kind of attack. You can layer your defense by using multiple strategies. In this case, using industry
standard encryption will strengthen your security and help you defend from DoS attacks on more than
one level.

Key takeaways

This reading covered several types of common IP spoofing attacks. You learned about how packet
sniffing is performed and how gathering information from intercepting data transmissions can give
malicious actors opportunities for IP spoofing. Whether it is an on-path attack, IP spoofing attack, or a
smurf attack, analysts need to ensure that mitigation strategies are in place to limit the threat and prevent
security breaches.
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Course 3 - module 4

Brute force attacks and OS hardening

In this reading, you'll learn about brute force attacks. You'll consider how vulnerabilities can be assessed
using virtual machines and sandboxes, and learn ways to prevent brute force attacks using a combination
of authentication measures. Implementing various OS hardening tasks can help prevent brute force
attacks. An attacker can use a brute force attack to gain access and compromise a network.

Usernames and passwords are among the most common and important security controls in place today.
They are used and enforced on everything that stores or accesses sensitive or private information, like
personal phones, computers, and restricted applications within an organization. However, a major issue
with relying on login credentials as a critical line of defense is that they're vulnerable to being stolen and
guessed by malicious actors.

Brute force attacks

A brute force attack is a trial-and-error process of discovering private information. There are different
types of brute force attacks that malicious actors use to guess passwords, including:

e  Simple brute force attacks. When attackers try to guess a user's login credentials, it's considered a
simple brute force attack. They might do this by entering any combination of usernames and
passwords that they can think of until they find the one that works.

e Dictionary attacks use a similar technique. In dictionary attacks, attackers use a list of commonly
used passwords and stolen credentials from previous breaches to access a system. These are
called “dictionary” attacks because attackers originally used a list of words from the dictionary to
guess the passwords, before complex password rules became a common security practice.

Using brute force to access a system can be a tedious and time consuming process, especially when it’s
done manually. There are a range of tools attackers use to conduct their attacks.

Assessing vulnerabilities

Before a brute force attack or other cybersecurity incident occurs, companies can run a series of tests on
their network or web applications to assess vulnerabilities. Analysts can use virtual machines and
sandboxes to test suspicious files, check for vulnerabilities before an event occurs, or to simulate a
cybersecurity incident.

Virtual machines

Virtual machines (VMs) are software versions of physical computers. VMs provide an additional layer of
security for an organization because they can be used to run code in an isolated environment, preventing
malicious code from affecting the rest of the computer or system. VMs can also be deleted and replaced
by a pristine image after testing malware.
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VMs are useful when investigating potentially infected machines or running malware in a constrained
environment. Using a VM may prevent damage to your system in the event its tools are used improperly.
VMs also give you the ability to revert to a previous state. However, there are still some risks involved with
VMs. There’s still a small risk that a malicious program can escape virtualization and access the host
machine.

You can test and explore applications easily with VMs, and it’s easy to switch between different VMs from
your computer. This can also help in streamlining many security tasks.

Sandbox environments

A sandbox is a type of testing environment that allows you to execute software or programs separate
from your network. They are commonly used for testing patches, identifying and addressing bugs, or
detecting cybersecurity vulnerabilities. Sandboxes can also be used to evaluate suspicious software,
evaluate files containing malicious code, and simulate attack scenarios.

Sandboxes can be stand-alone physical computers that are not connected to a network; however, it is
often more time- and cost-effective to use software or cloud-based virtual machines as sandbox
environments. Note that some malware authors know how to write code to detect if the malware is
executed in a VM or sandbox environment. Attackers can program their malware to behave as harmless
software when run inside these types of testing environments.

Prevention measures

Some common measures organizations use to prevent brute force attacks and similar attacks from
occurring include:

e Salting and hashing: Hashing converts information into a unique value that can then be used to
determine its integrity. It is a one-way function, meaning it is impossible to decrypt and obtain the
original text. Salting adds random characters to hashed passwords. This increases the length and
complexity of hash values, making them more secure.

e  Multi-factor authentication (MFA) and two-factor authentication (2FA): MFA is a security
measure which requires a user to verify their identity in two or more ways to access a system or
network. This verification happens using a combination of authentication factors: a username and
password, fingerprints, facial recognition, or a one-time password (OTP) sent to a phone number
or email. 2FA is similar to MFA, except it uses only two forms of verification.

e CAPTCHA and reCAPTCHA: CAPTCHA stands for Completely Automated Public Turing test to tell
Computers and Humans Apart. It asks users to complete a simple test that proves they are human.
This helps prevent software from trying to brute force a password. reCAPCHA is a free CAPTCHA
service from Google that helps protect websites from bots and malicious software.

e Password policies: Organizations use password policies to standardize good password practices
throughout the business. Policies can include guidelines on how complex a password should be,
how often users need to update passwords, and if there are limits to how many times a user can
attempt to log in before their account is suspended.
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Key takeaways

Brute force attacks are a trial-and-error process of guessing passwords. Attacks can be launched
manually or through software tools. Methods include simple brute force attacks and dictionary attacks. To
protect against brute force attacks, cybersecurity analysts can use sandboxes to test suspicious files,
check for vulnerabilities, or to simulate real attacks and virtual machines to conduct vulnerability tests.
Some common measures to prevent brute force attacks include: hashing and salting, MFA and/or 2FA,
CAPTCHA and reCAPTCHA, and password policies.

Google
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Network security applications

This section of the course covers the topic of network hardening and monitoring. Each device, tool, or
security strategy put in place by security analysts further protects—or hardens—the network until the
network owner is satisfied with the level of security. This approach of adding layers of security to a
network is referred to as defense in depth.

In this reading, you are going to learn about the role of four devices used to secure a network—firewalls,
intrusion detection systems, intrusion prevention systems, and security incident and event management
tools. Network security professionals have the choice to use any or all of these devices and tools
depending on the level of security that they hope to achieve.

This reading will discuss the benefits of layered security. Each tool mentioned is an additional layer of
defense that can incrementally harden a network, starting with the minimum level of security (provided
by just a firewall), to the highest level of security (provided by combining a firewall, an intrusion detection
and prevention device, and security event monitoring).
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Take note of where each tool is located on the network. Each tool has its own place in the network’s

architecture. Security analysts are required to understand the network topologies shown in the diagrams
throughout this reading.
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Firewall

So far in this course, you learned about stateless firewalls, stateful firewalls, and next-generation firewalls
(NGFWs), and the security advantages of each of them.

Most firewalls are similar in their basic functions. Firewalls allow or block traffic based on a set of rules. As
data packets enter a network, the packet header is inspected and allowed or denied based on its port
number. NGFWs are also able to inspect packet payloads. Each system should have its own firewall,
regardless of the network firewall.

Firewall

S = Sy,

Hosts LAN Router Modem Web service

Intrusion Detection System

An intrusion detection system (IDS) is an application that monitors system activity and alerts on
possible intrusions. An IDS alerts administrators based on the signature of malicious traffic.

The IDS is configured to detect known attacks. IDS systems often sniff data packets as they move across
the network and analyze them for the characteristics of known attacks. Some IDS systems review not
only for signatures of known attacks, but also for anomalies that could be the sign of malicious activity.
When the IDS discovers an anomaly, it sends an alert to the network administrator who can then
investigate further.

The limitations to IDS systems are that they can only scan for known attacks or obvious anomalies. New
and sophisticated attacks might not be caught. The other limitation is that the IDS doesn’t actually stop
the incoming traffic if it detects something awry. It's up to the network administrator to catch the
malicious activity before it does anything damaging to the network.

Hosts LAN Switch Router Firewall Modem Web service
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When combined with a firewall, an IDS adds another layer of defense. The IDS is placed behind the firewall
and before entering the LAN, which allows the IDS to analyze data streams after network traffic that is
disallowed by the firewall has been filtered out. This is done to reduce noise in IDS alerts, also referred to
as false positives.

Intrusion Prevention System

An intrusion prevention system (IPS) is an application that monitors system activity for intrusive activity
and takes action to stop the activity. It offers even more protection than an IDS because it actively stops
anomalies when they are detected, unlike the IDS that simply reports the anomaly to a network
administrator.

An IPS searches for signatures of known attacks and data anomalies. An IPS reports the anomaly to
security analysts and blocks a specific sender or drops network packets that seem suspect.
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The IPS (like an IDS) sits behind the firewall in the network architecture. This offers a high level of security
because risky data streams are disrupted before they even reach sensitive parts of the network.
However, one potential limitation is that it is inline: If it breaks, the connection between the private
network and the internet breaks. Another limitation of IPS is the possibility of false positives, which can
result in legitimate traffic getting dropped.

Full packet capture devices

Full packet capture devices can be incredibly useful for network administrators and security
professionals. These devices allow you to record and analyze all of the data that is transmitted over your
network. They also aid in investigating alerts created by an IDS.

Security Information and Event Management

A security information and event management system (SIEM) is an application that collects and
analyzes log data to monitor critical activities in an organization. SIEM tools work in real time to report
suspicious activity in a centralized dashboard. SIEM tools additionally analyze network log data sourced
from IDSs, IPSs, firewalls, VPNs, proxies, and DNS logs. SIEM tools are a way to aggregate security event
data so that it all appears in one place for security analysts to analyze. This is referred to as a single pane
of glass.

Below, you can review an example of a dashboard from Google Cloud’s SIEM tool, Chronicle. Chronicle is
a cloud-native tool designed to retain, analyze, and search data.
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Splunk is another common SIEM tool. Splunk offers different SIEM tool options: Splunk Enterprise and
Splunk Cloud. Both options include detailed dashboards which help security professionals to review and
analyze an organization's data. There are also other similar SIEM tools available, and it's important for

security professionals to research the different tools to determine which one is most beneficial to the
organization.

A SIEM tool doesn't replace the expertise of security analysts, or of the network- and system-hardening
activities covered in this course, but they’re used in combination with other security methods. Security
analysts often work in a Security Operations Center (SOC) where they can monitor the activity across the
network. They can then use their expertise and experience to determine how to respond to the
information on the dashboard and decide when the events meet the criteria to be escalated to oversight.
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Key takeaways

Devices / Tools Advantages Disadvantages

Firewall A firewall allows or blocks A firewall is only able to filter
traffic based on a set of rules. | packets based on information
provided in the header of the

packets.
Intrusion Detection An IDS detects and alerts An IDS can only scan for known
System (IDS) admins about possible attacks or obvious anomalies;
intrusions, attacks, and other new and sophisticated attacks
malicious traffic. might not be caught. It doesn’t

actually stop the incoming traffic.

Intrusion Prevention An IPS monitors system An IPS is an inline appliance. If it

System (IPS) activity for intrusions and fails, the connection between
anomalies and takes action to | the private network and the
stop them. internet breaks. It might detect

false positives and block
legitimate traffic.

Security Information A SIEM tool collects and A SIEM tool only reports on
and Event Management | analyzes log data from possible security issues. It does
(SIEM) multiple network machines. It | not take any actions to stop or

aggregates security events for | prevent suspicious events.
monitoring in a central
dashboard.

Each of these devices or tools cost money to purchase, install, and maintain. An organization might need
to hire additional personnel to monitor the security tools, as in the case of a SIEM. Decision-makers are
tasked with selecting the appropriate level of security based on cost and risk to the organization. You will
learn more about choosing levels of security later in the course.
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Secure the cloud

Earlier in this course, you were introduced to cloud computing. Cloud computing is a model for allowing
convenient and on-demand network access to a shared pool of configurable computing resources. These
resources can be configured and released with minimal management effort or interaction with the
service provider.

Just like any other IT infrastructure, a cloud infrastructure needs to be secured. This reading will address
some main security considerations that are unique to the cloud and introduce you to the shared
responsibility model used for security in the cloud. Many organizations that use cloud resources and
infrastructure express concerns about the privacy of their data and resources. This concern is addressed
through cryptography and other additional security measures, which will be discussed later in this
course.

Cloud security considerations

Many organizations choose to use cloud services because of the ease of deployment, speed of
deployment, cost savings, and scalability of these options. Cloud computing presents unique security
challenges that cybersecurity analysts need to be aware of.

Identity access management

Identity access management (IAM) is a collection of processes and technologies that helps
organizations manage digital identities in their environment. This service also authorizes how users can
use different cloud resources. A common problem that organizations face when using the cloud is the
loose configuration of cloud user roles. An improperly configured user role increases risk by allowing
unauthorized users to have access to critical cloud operations.

Configuration

The number of available cloud services adds complexity to the network. Each service must be carefully
configured to meet security and compliance requirements. This presents a particular challenge when
organizations perform an initial migration into the cloud. When this change occurs on their network, they
must ensure that every process moved into the cloud has been configured correctly. If network
administrators and architects are not meticulous in correctly configuring the organization’s cloud
services, they could leave the network open to compromise. Misconfigured cloud services are acommon
source of cloud security issues.

Attack surface
Cloud service providers (CSPs) offer numerous applications and services for organizations at a low cost.

Every service or application on a network carries its own set of risks and vulnerabilities and increases an
organization’s overall attack surface. An increased attack surface must be compensated for with
increased security measures.
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Cloud networks that utilize many services introduce lots of entry points into an organization’s network.
However, if the network is designed correctly, utilizing several services does not introduce more entry
points into an organization’s network design. These entry points can be used to introduce malware onto
the network and pose other security vulnerabilities. It is important to note that CSPs often defer to more
secure options, and have undergone more scrutiny than a traditional on-premises network.

Zero-day attacks

Zero-day attacks are an important security consideration for organizations using cloud or traditional
on-premise network solutions. A zero day attack is an exploit that was previously unknown. CSPs are
more likely to know about a zero day attack occurring before a traditional IT organization does. CSPs have
ways of patching hypervisors and migrating workloads to other virtual machines. These methods ensure
the customers are not impacted by the attack. There are also several tools available for patching at the
operating system level that organizations can use.

Visibility and tracking

Network administrators have access to every data packet crossing the network with both on-premise
and cloud networks. They can sniff and inspect data packets to learn about network performance or to
check for possible threats and attacks.

This kind of visibility is also offered in the cloud through flow logs and tools, such as packet mirroring.
CSPs take responsibility for security in the cloud, but they do not allow the organizations that use their
infrastructure to monitor traffic on the CSP’s servers. Many CSPs offer strong security measures to
protect their infrastructure. Still, this situation might be a concern for organizations that are accustomed
to having full access to their network and operations. CSPs pay for third-party audits to verify how secure
a cloud network is and identify potential vulnerabilities. The audits can help organizations identify
whether any vulnerabilities originate from on-premise infrastructure and if there are any compliance
lapses from their CSP.

Things change fast in the cloud

CSPs are large organizations that work hard to stay up-to-date with technology advancements. For
organizations that are used to being in control of any adjustments made to their network, this can be a
potential challenge to keep up with. Cloud service updates can affect security considerations for the
organizations using them. For example, connection configurations might need to be changed based on
the CSP’s updates.

Organizations that use CSPs usually have to update their IT processes. It is possible for organizations to
continue following established best practices for changes, configurations, and other security
considerations. However, an organization might have to adopt a different approach in a way that aligns
with changes made by the CSP.

Cloud networking offers various options that might appear attractive to a small company—options that
they could never afford to build on their own premises. However, it is important to consider that each
service adds complexity to the security profile of the organization, and they will need security personnel
to monitor all of the cloud services.
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Shared responsibility model

A commonly accepted cloud security principle is the shared responsibility model. The shared
responsibility model states that the CSP must take responsibility for security involving the cloud
infrastructure, including physical data centers, hypervisors, and host operating systems. The company
using the cloud service is responsible for the assets and processes that they store or operate in the
cloud.

The shared responsibility model ensures that both the CSP and the users agree about where their
responsibility for security begins and ends. A problem occurs when organizations assume that the CSP is
taking care of security that they have not taken responsibility for. One example of this is cloud
applications and configurations. The CSP takes responsibility for securing the cloud, but it is the
organization’s responsibility to ensure that services are configured properly according to the security
requirements of their organization.

Key takeaways

It is essential to know the security considerations that are unique to the cloud and understanding the
shared responsibility model for cloud security. Organizations are responsible for correctly configuring
and maintaining best security practices for their cloud services. The shared responsibility model ensures
that both the CSP and users agree about what the organization is responsible for and what the CSP is
responsible for when securing the cloud infrastructure.
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Cryptography and cloud security

Earlier in this course, you were introduced to the concepts of the shared responsibility model and identity
and access management (IAM). Similar to on-premise networks, cloud networks also need to be secured
through a mixture of security hardening practices and cryptography.

This reading will address common cloud security hardening practices, what to consider when
implementing cloud security measures, and the fundamentals of cryptography. Since cloud infrastructure
is becoming increasingly common, it’s important to understand how cloud networks operate and how to
secure them.

Cloud security hardening

There are various techniques and tools that can be used to secure cloud network infrastructure and
resources. Some common cloud security hardening techniques include incorporating IAM, hypervisors,
baselining, cryptography, and cryptographic erasure.

Identity access management (IAM)

Identity access management (IAM) is a collection of processes and technologies that helps
organizations manage digital identities in their environment. This service also authorizes how users can
leverage different cloud resources.

Hypervisors

A hypervisor abstracts the host’s hardware from the operating software environment. There are two
types of hypervisors. Type one hypervisors run on the hardware of the host computer. An example of a
type one hypervisor is VMware®'s EXSi. Type two hypervisors operate on the software of the host
computer. An example of a type two hypervisor is VirtualBox. Cloud service providers (CSPs) commonly
use type one hypervisors. CSPs are responsible for managing the hypervisor and other virtualization
components. The CSP ensures that cloud resources and cloud environments are available, and it
provides regular patches and updates. Vulnerabilities in hypervisors or misconfigurations can lead to
virtual machine escapes (VM escapes). A VM escape is an exploit where a malicious actor gains access to
the primary hypervisor, potentially the host computer and other VMs. As a CSP customer, you will rarely
deal with hypervisors directly.

Baselining

Baselining for cloud networks and operations cover how the cloud environment is configured and set up.
A baseline is a fixed reference point. This reference point can be used to compare changes made to a
cloud environment. Proper configuration and setup can greatly improve the security and performance of
a cloud environment. Examples of establishing a baseline in a cloud environment include: restricting
access to the admin portal of the cloud environment, enabling password management, enabling file
encryption, and enabling threat detection services for SQL databases.

Cryptography in the cloud

Cryptography can be applied to secure data that is processed and stored in a cloud environment.
Cryptography uses encryption and secure key management systems to provide data integrity and
confidentiality. Cryptographic encryption is one of the key ways to secure sensitive data and information

in the cloud. 58
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Encryption is the process of scrambling information into ciphertext, which is not readable to anyone
without the encryption key. Encryption primarily originated from manually encoding messages and
information using an algorithm to convert any given letter or number to a new value. Modern encryption
relies on the secrecy of a key, rather than the secrecy of an algorithm. Cryptography is an important tool
that helps secure cloud networks and data at rest to prevent unauthorized access. You'll learn more about
cryptography in-depth in an upcoming course.

Cryptographic erasure

Cryptographic erasure is a method of erasing the encryption key for the encrypted data. When
destroying data in the cloud, more traditional methods of data destruction are not as effective.
Crypto-shredding is a newer technique where the cryptographic keys used for decrypting the data are
destroyed. This makes the data undecipherable and prevents anyone from decrypting the data. When
crypto-shredding, all copies of the key need to be destroyed so no one has any opportunity to access the
data in the future.

Key Management

Modern encryption relies on keeping the encryption keys secure. Below are the measures you can take to
further protect your data when using cloud applications:

e Trusted platform module (TPM). TPM is a computer chip that can securely store passwords,
certificates, and encryption keys.

e  Cloud hardware security module (CloudHSM). CloudHSM is a computing device that provides
secure storage for cryptographic keys and processes cryptographic operations, such as
encryption and decryption.

Organizations and customers do not have access to the cloud service provider (CSP) directly, but they
can request audits and security reports by contacting the CSP. Customers typically do not have access to
the specific encryption keys that CSPs use to encrypt the customers’ data. However, almost all CSPs
allow customers to provide their own encryption keys, depending on the service the customer is
accessing. In turn, the customer is responsible for their encryption keys and ensuring the keys remain
confidential. The CSP is limited in how they can help the customer if the customer’s keys are
compromised or destroyed. One key benefit of the shared responsibility model is that the customer is
not entirely responsible for maintenance of the cryptographic infrastructure. Organizations can assess
and monitor the risk involved with allowing the CSP to manage the infrastructure by reviewing a CSPs
audit and security controls. For federal contractors, FEDRAMP provides a list of verified CSPs.

Key takeaways

Cloud security hardening is a critical component to consider when assessing the security of various
public cloud environments and improving the security within your organization. Identity access
management (IAM), correctly configuring a baseline for the cloud environment, securing hypervisors,
cryptography, and cryptographic erasure are all methods to use to further secure cloud infrastructure.
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Get started on the next course

Congratulations on completing Course 3 of the Google Cybersecurity Certificate: Connect and Protect:
Networks and Network Security! In this part of the program, you learned about the structure of networks
and how to identify network vulnerabilities. You also explored network operations and how they affect the
communication of data. Next, you discovered some common types of network attacks, their
consequences on an organization, and ways to protect networks against attacks. Lastly, you learned how
to reduce the attack surface of a network by applying various protective measures on a network.

The Google Cybersecurity Certificate has eight courses:
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Foundations Play It Safe: Connect and Tools of Assets, Threats, Sound the Alarm: Automate Put It to Work:
of Cybersecurity  Manage Security  Protect: Networks the Trade: and Vulnerabilities Detection Cybersecurity Prepare for
Risks and Network Linux and SQL and Response Tasks with Cybersecurity
Security Python Jobs

Foundations of Cybersecurity — Explore the cybersecurity profession, including significant
events that led to the development of the cybersecurity field and its continued importance to
organizational operations. Learn about entry-level cybersecurity roles and responsibilities.

Play It Safe: Manage Security Risks — Identify how cybersecurity professionals use frameworks
and controls to protect business operations, and explore common cybersecurity tools.

Connect and Protect: Networks and Network Security — Gain an understanding of
network-level vulnerabilities and how to secure networks. (This is the course you just completed.
Well done!)

Tools of the Trade: Linux and SQL — Explore foundational computing skills, including
communicating with the Linux operating system through the command line and querying
databases with SQL.

Assets, Threats, and Vulnerabilities — Learn about the importance of security controls and
developing a threat actor mindset to protect and defend an organization’s assets from various
threats, risks, and vulnerabilities.

Sound the Alarm: Detection and Response — Understand the incident response lifecycle and
practice using tools to detect and respond to cybersecurity incidents.

Automate Cybersecurity Tasks with Python — Explore the Python programming language and
write code to automate cybersecurity tasks.

Put It to Work: Prepare for Cybersecurity Jobs — Learn about incident classification, escalation,
and ways to communicate with stakeholders. This course closes out the program with tips on how
to engage with the cybersecurity community and prepare for your job search.

Now that you have completed this course, you're ready to move on to the next course: Tools of the
Trade: Linux and SQL.

Keep up the great work!
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